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On the Potential Negative Impact and Ethical Challenges
of Deepfake Technology on Memory

Yuhuan Liang
Xiangtan University, Xiangtan, Hunan, 411100, China

Abstract

Leveraging deep learning algorithms, deepfake technology can generate highly realistic fake videos. This paper uses Bartlett’s schema
theory and dual encoding theory as the analytical framework to reveal the potential threats that deepfake poses to individual and
collective memory. The paper argues that the threat of deepfake extends beyond information falsification and penetrates the memory
reconstruction process through psychological mechanisms, thereby disrupting the original individual and collective memories. Based
on the analysis in this paper, addressing this challenge requires the combination of real-time detection technology and ethical review

to maintain the authenticity of memory and the social narrative justice.
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