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Abstract

The essence of network security is offensive and defensive confrontation. The network killing chain is a commonly used model for
active attacks by network attackers, and it is a security model that describes the various stages of network attacks. This model helps to
understand and analyze each stage of network attacks. In the battle of network attack and defense, this model can be used by attackers
for network attacks, and defenders can also be used for network defense. Therefore, studying the network kill chain model helps us
to familiarize ourselves with the steps and operations of network attacks, select the correct tools and strategies to detect malicious
intruders to limit their violations, more effectively respond to complex attack behaviors such as ransomware and APT, and minimize
the risk of network attacks, to ensure the normal operation of the enterprise’s network.
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