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Analysis of Vulnerability Management Scheme
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Abstract

With the diversification of enterprise applications and the formation of vulnerability industrialization trend, the number of
vulnerabilities in the world continues to grow rapidly. In 2021, the National Information Security Vulnerability Sharing Platform
(CNVD) recorded more than 18592 vulnerabilities, with an average of 50 new vulnerabilities every day. At present, network security
is suffering from a serious vulnerability crisis. In the daily security operation of enterprises, the confrontation with vulnerability
attacks and the management of vulnerabilities have always been a long-standing problem for administrators. According to a domestic
survey of Safe Cow, nearly 20% of security personnel mentioned that they had failed to fix the loopholes in time, which caused huge
losses to enterprises. The harm of vulnerabilities is getting more and more serious. In the final analysis, it is the result of the existence
of system vulnerabilities and their malicious use by attackers. Devices such as vulnerability scanning can let users know clearly what
vulnerabilities exist in their T system. However, most enterprises can’t fix these vulnerabilities, and even those that have been proved
to be extremely risky, the repair rate is less than 20%. In order to effectively deal with the exploitation of vulnerabilities, a new
vulnerability management scheme is proposed, which provides reference for the subsequent
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