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Fingerprint Authentication Method Based on IoT Device
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Abstract

The complexity of the network environment and information technology makes the security of the Internet of Things more
prominent. In order to improve and optimize the authentication problem of IoT devices from the source and enhance the security of
10T devices, a method based on the fingerprint context authentication of IoT devices is proposed. In the process of system design, the
context authentication process was clarified, and a fingerprint situational authentication system for IoT devices including contextual
information collection, contextual information storage, and context authentication was constructed. At the same time, the Telnet/SSH
environment, cloud environment, Mirai attack environment, and scenario authentication environment are set up, and the user control
scenario experiment, DTU terminal device scene experiment, and scenario authentication experiment are carried out on the system.
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