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Abstract

With the rapid development of the industrial internet, industrial data is experiencing explosive growth. Industrial sensitive data, a core
asset for enterprises, includes critical information such as product design blueprints, production process parameters, and customer
information, which are essential for the survival and development of enterprises. However, the increasing complexity of the industrial
environment and the evolving methods of cyber attacks pose unprecedented security challenges to industrial sensitive data. Artificial
intelligence (Al) technology, with its robust capabilities in data analysis, pattern recognition, and intelligent decision-making, offers
new solutions for protecting industrial sensitive data. By learning from large volumes of behavioral data within industrial systems,
Al can establish normal behavior models, accurately identify abnormal behaviors, and provide real-time protection for sensitive data.
Therefore, it is crucial to conduct in-depth research on Al-driven technologies for identifying abnormal behaviors and managing
security risks associated with industrial sensitive data.
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