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Research on Industrial Control Network Security Situation
Awareness Model and Visualization Technology
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Abstract

Industrial control networks are the core support for production automation and intelligent management, and play an important role in
the transformation and upgrading of the manufacturing industry in the new era. The article takes situation awareness and visualization
as the key points to ensure the security of industrial control networks. It constructs an industrial control network security situation
awareness model from three aspects: data collection, data processing and analysis, and early warning and response. It discusses
the commonly used visualization tools, analyzes the challenges in industrial control network security situation awareness and

visualization, and proposes countermeasures.
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