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Abstract

With the continuous expansion and increasing complexity of networks, distributed denial-of-service (DDoS) attacks have emerged as
a primary threat in cybersecurity. Traditional defense mechanisms, constrained by rigid architectures and passive responses, struggle
to detect and mitigate attacks in real-time. Software-defined networking (SDN), leveraging centralized control, programmability,
and global visibility, offers innovative approaches for DDoS detection and defense. This study analyzes the characteristics and
vulnerabilities of DDoS attacks in SDN environments, proposing a collaborative detection and defense mechanism at both the control
and data layers. The framework integrates traffic feature extraction, intelligent pattern recognition, and dynamic policy scheduling.
Simulation results on Mininet demonstrate that this mechanism effectively reduces false positive and false negative rates while
enhancing controller processing efficiency and network recovery capabilities, providing technical support for building intelligent and
adaptive cybersecurity protection systems.
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