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Abstract

In the context of the information age, computer networks have widely penetrated into all levels of society and become a key channel
for information transmission. However, with the continuous development of network technology, network security issues have
become increasingly prominent, and network attacks and security incidents occur frequently. In order to effectively solve these
problems, timely and accurate monitoring and management of network security status is required. This study develops a network
security situational awareness model utilizing big data technology. This model analyzes and processes massive network data to
achieve real-time monitoring of network status and prediction of potential threats, providing solid technical support for network
security defense. The model integrates cutting-edge data mining and machine learning technologies to conduct a comprehensive
analysis of various data sources such as network traffic, log files, vulnerability information, etc., and establishes a multi-level
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