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Discussion on security risks and protection measures of
artificial intelligence large model

Junyong Jiang
Shanghai Digital Security Technology Co., Ltd., Shanghai, 200000, China

Abstract

Artificial intelligence (AI) large models, serving as the core driving force of next-generation intelligent systems, have demonstrated
significant value across diverse fields including natural language processing, computer vision, and automated decision-making.
However, during their widespread application, these Al models continue to face complex and multifaceted security risks. While
threatening the stability and controllability of threat models, they also trigger governance dilemmas and social trust crises. To address
these challenges, this paper first systematically analyzes the security risks confronting Al large models, then proposes scientifically
feasible protective measures based on research and practical insights. The aim is to provide actionable guidance for advancing the
optimal application and development of China’s Al large models.

Keywords
Al large models; security risks; protective measures; exploration
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Research on the collaborative development mode of “healthcare-
pharmaceutical-health insurance” driven by data elements

Lanbo Chen
China Electronics Technology Group-Taiji Computer Co., Ltd., Beijing, 100000, China

Abstract

In today’s rapidly developing digital economy, data elements have become the primary driving force for the transformation of the
healthcare system. Promoting the integrated development of “medical care-pharmaceuticals-health insurance” (abbreviated as “San
Yi”) through data elements is a crucial measure to achieve Healthy China. Based on the theories of collaborative governance and
data value chains, this article explores how the logic and dynamic mechanisms of data elements driving the coordinated development
of San Yi—through “connection, optimization, and value-added” —enhance medical service efficiency, promote pharmaceutical
R&D innovation, and optimize the medical insurance payment structure. Building on this foundation, a collaborative development
model framework for San Yi is proposed, consisting of three layers: data infrastructure, collaborative engine, and value realization.
The paper also analyzes typical application scenarios such as data-driven value-based medical payments, pharmaceutical lifecycle
management, and regional health management, aiming to create a new healthcare governance ecosystem characterized by multi-party
collaboration, efficient information flow, and value co-creation.

Keywords

data elements; San Yi collaboration; medical-pharmaceutical-health insurance; collaborative development model
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Design of DDoS Attack Detection and Defense Mechanism
in Software-Defined Networks

Qi Sun Hongyu Zhang
Beijing Institute of Space Electromechanical Research, Beijing, 100094, China

Abstract

With the continuous expansion and increasing complexity of networks, distributed denial-of-service (DDoS) attacks have emerged as
a primary threat in cybersecurity. Traditional defense mechanisms, constrained by rigid architectures and passive responses, struggle
to detect and mitigate attacks in real-time. Software-defined networking (SDN), leveraging centralized control, programmability,
and global visibility, offers innovative approaches for DDoS detection and defense. This study analyzes the characteristics and
vulnerabilities of DDoS attacks in SDN environments, proposing a collaborative detection and defense mechanism at both the control
and data layers. The framework integrates traffic feature extraction, intelligent pattern recognition, and dynamic policy scheduling.
Simulation results on Mininet demonstrate that this mechanism effectively reduces false positive and false negative rates while
enhancing controller processing efficiency and network recovery capabilities, providing technical support for building intelligent and
adaptive cybersecurity protection systems.

Keywords
software-defined network; DDoS attack; traffic detection; controller security; defense mechanism
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Research on Impedance Matching Technology of Medium
Wave Transmission Sky Modulation Network

Xueli Liu

Tongliao Broadcasting and Transmission Center Station, Inner Mongolia Radio and Television Transmission and Trans-
mission Center, Tongliao, Inner Mongolia, 028000, China

Abstract

As a key interface connecting the output end of the transmitter and the antenna, the core function of the Tiantiao network is to
eliminate the reflection loss caused by impedance mismatch and achieve efficient radiation of transmission power. The signal
transmission efficiency and coverage quality of the medium-wave transmission system also hinge on this at its core. This paper
conducts an in-depth analysis of the impedance matching principle of the medium-wave transmission sky modulation network,
discusses the main influencing factors of load impedance offset, focuses on the design of impedance matching topology structure and
parameter optimization methods based on LC network, and verifies the effectiveness of the matching scheme through simulation and
experiments. The research results show that a reasonably designed sky modulation network can control the voltage standing wave
ratio (VSWR) below 1.2, significantly reduce power reflection loss, improve the stability and coverage efficiency of the medium
wave transmission system, and provide theoretical support and engineering reference for the optimization of medium wave broadcast
transmission technology.

Keywords

Medium wave transmission; space-modulated network; impedance matching; LC filtering; voltage standing wave; specific power
transmission
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Design of Testing Platform for Motors and Generators of
Point-the-Bit Rotary Steering System

Dongsheng Bao Weihong Zhu Runqi Zhou Haizhong Fu

China Oilfield Services Limited, Sanhe, Hebei, 065201, China

Abstract

To simulate the actual underground working environment to the maximum extent and accurately evaluate the reliability and durability
of the driving motor and turbine generator of point-the-bit rotary steering system, a testing platform is proposed in this paper.
Through hardware system design and software system development, automated reliability testing and life information acquisition
for individual drive motors and turbine generators have been achieved. The results indicate that the testing platform meets the

requirements of verification of components, promotes the underground failure verification of driving motors and turbine generators of
point-the-bit rotary steering system, and has high industrial application value.

Keywords
Rotary steering; Pointing-the-bit; Motor; Turbine generator; Testing
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Research on Strategies for Al-empowered Digital Transfor-
mation of Manufacturing SMEs in Jiamusi City

Yu zhang Yiguang Zhang
Institute of Intelligent Manufacturing Heilongjiang Academy of Sciences, Harbin, Heilongjiang, 150090, China

Abstract

Against the strategic backdrop of the nation advancing new-type industrialization and Heilongjiang Province building a new growth
pole of digital economy, small and medium-sized enterprises (SMEs), as the core carrier of Jiamusi’s economic vitality, their digital
transformation process is directly related to the quality and efficiency of regional industrial upgrading. Leveraging the pilot work
on digital transformation of SMEs in Jiamusi City, this paper is based on the three characteristic industrial foundations of Jiamusi,
namely high-end equipment and intelligent agricultural machinery manufacturing, new material manufacturing, deep processing of
food and green food manufacturing. It systematically sorts out the stage characteristics and practical bottlenecks of SMEs’ digital
transformation, and combines the implementation rules of Al technology and the policy orientation of Heilongjiang Province to
construct a three-dimensional empowerment pathway of “precision scenario entry - industrial chain collaboration - regional ecological
support”. This provides a theoretical reference and practical framework for Al-driven digital transformation of manufacturing SMEs
in Jiamusi City.

Keywords
Equipment Manufacturing Inustry;AlIDigital; Transformation City Pilot
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The Design and Implementation of the Intelligent Risk
Control System for Screen Cabinets

Yu Song Xinmin Miao Bin Li
State Grid Jiangsu Electric Power Co., Ltd., Uhv Branch, Nanjing, Jiangsu, 211100, China

Abstract

With the increase of technological transformation and infrastructure projects in the power industry and the extension of construction
periods, the operation sites of screen cabinets are facing safety risks such as the easy damage of secondary safety measures and non-
standard operations by operators. The traditional manual control mode is no longer able to meet the on-site safety management needs.
Based on industrial all-in-one computers and monitoring equipment, this paper designs a set of intelligent risk control system for
screen cabinets that integrates risk early warning, operation management and information interaction. The system deploys industrial-
grade all-in-one computers at the hardware layer, builds at the network layer, and develops at the software layer. It integrates key
technologies such as image recognition, data comparison, and intelligent early warning, and focuses on optimizing the interface
design of the entire operation process to achieve real-time monitoring of safety measures, standardized control of operation processes,
and precise risk point alerts. This article elaborates in detail on the overall system design, key technology implementation and
interface design ideas, providing technical support and practical reference for the safety control of power screen cabinet operations.

Keywords

Screen cabinet operation; Intelligent warning; Image recognition; Security control; interface design
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Research on construction and effectiveness evaluation of
intelligent safety monitoring system for green mine

Yu Guo
Inner Mongolia Tongmei Ordos Mining Investment Co., Ltd., Ordos, Inner Mongolia, 017000, China

Abstract

Under the “Dual Carbon” strategy and high-quality development requirements, the green transformation of the mining industry has
become imperative. Establishing intelligent safety monitoring systems for green mines holds significant importance, as it not only
impacts ecological preservation and operational safety in mining areas but also affects corporate profitability and social responsibility
fulfillment. This paper first reviews the core concepts and technological evolution of green mine safety monitoring, analyzes current
challenges in digital and intelligent mine safety management, and proposes an integrated monitoring framework combining IoT, Al,
and big data. Through case studies of typical mining areas, the paper demonstrates the platform’s applications and achievements in
risk early warning, hazard mitigation, and dynamic supervision. Results indicate that this system enhances safety control and green
production capabilities, providing technical support for mining industry development and ecological civilization construction. Finally,
the article offers optimization recommendations and future directions to advance green and smart mining initiatives.

Keywords
green mining; intelligent safety monitoring; Internet of Things; big data; performance evaluation; ecological protection
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Reliability Analysis and Optimization Path of Directional
IoT Technology in Railway Freight Measurement Equipment

Xiping Song' ZhiguoZhang' Jinggang He' Zhongming Chen' Yue Xing’

1. China Railway Lanzhou Group Co., Ltd., Lanzhou, Gansu, 730000, China
2. China Railway Science and Technology Development Co., Ltd., Beijing, 100081, China

Abstract

With the continuous expansion of railway freight operations and the in-depth application of intelligent technologies, the use
of directional IoT technology in railway freight measurement equipment has gradually become a key approach to improving
measurement accuracy and transportation efficiency. This study focuses on the application of directional IoT technology in railway
freight measurement equipment, analyzing its technical characteristics, implementation pathways, and current challenges. By drawing
insights from mature international application cases and considering the domestic development context, the study proposes optimized
technical pathways suitable for railway freight measurement equipment in China. Research indicates that directional IoT technology
can significantly enhance the accuracy of measurement equipment and the reliability of data through real-time monitoring, remote
data transmission, and intelligent analysis, thereby ensuring the safety and efficiency of railway freight operations. Additionally,
the study addresses challenges such as network stability, data security, and device compatibility during the implementation process,
proposing corresponding optimization strategies. These findings provide technical support and a theoretical foundation for the future
intelligent and automated development of railway freight measurement equipment.

Keywords
Directional loT technology; Railway freight measurement equipment; Technical optimization; Data transmission; Intelligence
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Research on Improving Charging Efficiency of Electric
Vehicle Charging Piles in Low-Temperature Environments

Fang Wang
Shunyi District Metrology and Food and Drug Inspection Center, Beijing, 101300, China

Abstract

With the rapid development of the electric vehicle industry, the practicality of charging piles as core supporting facilities has attracted
attention. The charging efficiency electric vehicle charging piles is greatly reduced in low-temperature environment, which has
become an important bottleneck restricting the popularization of electric vehicles in northern regions and high latitudes. This paper
with the mechanism of low-temperature influence on charging system, analyzes the change law of core elements such as battery
characteristics, charging pile components performance, charging interface and circuit in-temperature conditions, and clarifies the key
factors that restrict charging efficiency. On this basis, from the three dimensions of technology optimization, structure improvement
and process regulation, this paper proposes efficiency improvement paths, including battery preheating technology upgrading,
charging pile thermal management system optimization, charging protocol adaptation improvement and other specific schemes,
which provide theoretical support and practical reference for the improvement of charging piles in low-temperature environment.

Keywords
Electric vehicle; Charging pile; Low temperature; Charging efficiency; Improvement strategy
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Exploration of artificial intelligence and Internet of Things
in urban big data construction

Kexin Yin

Arkhorqin Banner Market Supervision and Administration Bureau, Chifeng, Inner Mongolia, 025550, China

Abstract

Against the backdrop of modern information technology development, urban construction has accelerated while generating massive
urban data. To efficiently store and manage these urban data, optimized applications of artificial intelligence and Internet of Things
(IoT) technologies are essential. These technologies enable deep learning and analysis of urban data, allowing precise prediction of
urban operational status and development trends. Additionally, optimized IoT device applications facilitate real-time monitoring of
various urban systems, thereby enhancing service quality. This article analyzes the practical applications of Al and IoT in urban big
data infrastructure development, aiming to improve the efficiency of urban data construction and development, promote efficient
urban construction, and provide technical support for building smart cities.

Keywords
artificial intelligence; Internet of Things; urban big data construction
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Research on Low-altitude Network Deployment Strategies
of Operators

Shaohua Huang
China Unicom Guangdong Branch, Guangzhou, Guangdong, 510510, China

Abstract

The low-altitude economy is developing rapidly under the vigorous promotion of the state, and major telecommunications operators are
actively exploring low-altitude economy as a new growth point for revenue. How to Deploying low-altitude networks poses a challenge
for operators. Recent studies and experiments have successfully tested and verified the coverage capability of 3.5G NR technology at
low altitudes, particularly in scenarios involving drones and other low-altitude communication needs., The study explores the coverage
capabilities of 5G networks operating on the 4.9 GHz frequency band, utilizing link budget analysis to assess both outdoor and indoor
scenarios., and then builds a comprehensive evaluation model from the dimensions of perception capability, cost, and industrial chain
to evaluate and analyze different network construction methods. Finally, it outputs deployment strategy suggestions for low-altitude
networks based on different business needs and network conditions. It assists operators in constructing low-altitude networks that offer
extensive coverage, high performance, and cost-efficiency for the development of low-altitude business.

Keywords
Low-altitude network; cost; Millimeter wave.
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Abstract

In the context of the information age, computer networks have widely penetrated into all levels of society and become a key channel
for information transmission. However, with the continuous development of network technology, network security issues have
become increasingly prominent, and network attacks and security incidents occur frequently. In order to effectively solve these
problems, timely and accurate monitoring and management of network security status is required. This study develops a network
security situational awareness model utilizing big data technology. This model analyzes and processes massive network data to
achieve real-time monitoring of network status and prediction of potential threats, providing solid technical support for network
security defense. The model integrates cutting-edge data mining and machine learning technologies to conduct a comprehensive
analysis of various data sources such as network traffic, log files, vulnerability information, etc., and establishes a multi-level

Keywords
Big data; Network security; Situational awareness; Data mining; Machine learning
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Research and Application of Dam Safety Multi-source
Monitoring Data Governance

Tianyang Li Yaling Tian
Changjiang River Scientific Research Institute, Wuhan, Hubei, 430010, China

Abstract

Dam safety monitoring data is crucial for ensuring the safe operation, scheduling, and overall performance of water conservancy
projects. However, the current management and use of such data lack a standardized governance framework. Isolated data collection
across different monitoring projects has led to severe data silos, low governance expertise, and difficulty in obtaining a comprehensive
data overview. To address these issues, this paper proposes an integrated process for data governance and application, covering
collection, aggregation, storage, and management. Successfully applied in practice, the method improves data governance capability
and shows strong potential for wider use.

Keywords
Dam Safety Monitoring; Multi-source Data Governance; Water Resources Informatization
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Design of a Biped Robot System Based on Model Predictive

Control

Huizheng Li Zhuqin Han" Zekai Chen Xingpeng Wu Xiangjie He Zhehao Lai

Shaoguan University, Shaoguan, Guangdong, 512005, China

Abstract

To advance the field of humanoid robots toward higher-level autonomy and intelligence, this project addresses the demand for
high-precision and high-stability motion control in complex dynamic environments, and designs a biped robot system based on
Nonlinear Model Predictive Control The system uses an 11-degree-of-freedom (DoF) humanoid robot as the platform, integrates a
high-precision Inertial Measurement Unit and joint encoders, and achieves accurate estimation of the robot’s attitude through the
Extended Kalman Filter. Results show that the system performs excellently in terms of control precision, robustness, and engineering
practicality, providing an effective technical solution for solving key issues such as balance control and gait planning of biped robots.

Keywords
Biped robot; Hierarchical control; State estimation
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