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Abstract

The new paradigm of blockchain technology provides new possibilities for data transmission and information exchange, but with
it comes potential threats and risks. Therefore, a comprehensive system architecture has been proposed that integrates blockchain
technology and smart contracts to ensure the security and credibility of data transmission. We also emphasized the key importance
of security measures such as identity verification and authorization, data tampering prevention, and dual payment prevention, and

discussed the necessity of risk management strategies to reduce system vulnerability.
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