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Abstract

With the rapid development of mobile Internet, the threat of malicious code to mobile devices is also increasing. Malicious code
refers to the computer system or mobile devices can destroy, steal information or against user will of software program, mobile
Internet malicious code is divided into many types, including viruses, worms, Trojan, spyware, etc., if not timely processing, is
likely to cause a series of danger to user information. Based on this, this paper mainly to mobile Internet malicious code not core,
introduces the common types and transmission routes of mobile Internet malicious code, as well as the development and application
of monitoring technology, and analyzes the main monitoring technology and its advantages and disadvantages, points out that the
future should strengthen the mobile Internet research and application of malicious code monitoring technology.
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import os

import re

malicious features = [
‘secret_file.exe’,
‘/root/.ssh/fauthorized keys®,
‘rm -rf /7,

"exploit’

*{feature}' TECff '{file path}’

for root, dirs, files in os.walk{directory):
for file in files:
file _path = os.path.join(root, file)

analyze_ behavior(file_path)
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