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Abstract

Critical Information Infrastructure (CII) is pertinent to the stability and orderly development of a country. In the present era, countries
worldwide are placing increasing emphasis on and stressing the protection of CII, and the safeguarding of CII is predicated on the
precise identification of its boundaries. This paper draws inspiration from the DNA double-strand base complementary pairing model
and biomimetically constructs the on-track synchronization model to alleviate the redundant identification tasks of CII operators and
enhance the autonomy and sustainability of CII operators. In the CII boundary identification process, the business flow composed of
the CII business requirement part and the hardware equipment part is utilized as the identification object and the carrier to circumvent
the difficulty of a sole identification approach for the boundary identification of all types of CII. Moreover, in combination with
the GAN algorithm strategy, the availability of this model is verified, with the aim of achieving effective identification of CII in
significant industries and domains, enhancing the security of critical information infrastructure in multiple fields and industries, and
promoting the development of information science.
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