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Abstract

With the continuous evolution of cyber attack means, advanced persistent threat (APT) poses an extremely severe challenge to the
entire network security system. This paper proposes an advanced persistent threat detection algorithm based on generative adversarial
network (GAN), aiming to significantly improve the accuracy and real-time response ability in the detection process. The basic
concept of advanced persistent threat and the detection difficulties in practice are expounded in detail, and the imperfections of the
existing detection methods are analyzed. This paper then details the basic principles of generating an adversarial network and its
applicable field and potential for advanced persistent threat detection, and how to be used for more effective APT detection. This
paper designs a novel detection framework and implements a specific and efficient detection algorithm. Through comprehensive and
detailed experimental evaluation, the effectiveness of the proposed algorithm in APT.
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