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Abstract

With the rapid development of information technology and the continuous advancement of intelligent power system, the power
network security has encountered increasingly severe challenges. When dealing with complex and changeable network attacks, the
traditional network intrusion detection methods often have high false alarm rate and low detection efficiency. This paper applies to
the special requirements of power network security and proposes a deep learning based network intrusion detection algorithm. With
the help of the powerful feature extraction and classification capability of the deep neural network, the algorithm conducts real-time
analysis and anomaly detection of the network traffic. Through the experiment and application in the actual network environment
of Xinjiang Electric Power Company, the advantages of the algorithm in improving the detection accuracy rate, reducing the false
positive rate and dealing with unknown attacks are proved. The research results show that the network intrusion detection algorithm
based on deep learning can effectively enhance the security protection capability of the power network, and gives strong support for
ensuring the safe and stable operation of the power system.
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