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Abstract

In order to counter the quantum computing attacks that traditional cryptography algorithms may face, this paper studies cryptography
algorithms based on quantum computing. Firstly, the basic principles and main characteristics of quantum algorithms are introduced
in detail, and the threats that quantum computers may cause to existing cryptosystems in the future are analyzed. Secondly, a
new cryptography algorithm based on quantum computing is designed and its effectiveness in improving information security is
empirically studied. It is found that the new algorithm has great advantages in reducing the computational complexity and improving
the difficulty of cryptography decryption, which is of great significance for improving the ability of cryptosystem to resist quantum
attacks. The research in this paper provides a new theoretical support for the future research and development of cryptography in the
quantum environment.
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