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Abstract

With the rapid development of automatic control system, the problem of network security has become increasingly prominent.
This study takes the automation control system as the research object, analyzes the current network security threats faced by the
automation control system, and puts forward the corresponding protection strategy. According to the analysis, there are widespread
problems such as vulnerability exploitation, malware infection, illegal operation, and abuse of user rights in automated control
systems. Therefore, it is suggested to take measures in the protection strategy: strengthen the system vulnerability management,
strengthen the security audit and monitoring, implement the authority management system, strengthen the security protection
measures and coping strategies. By finding out the weaknesses in the automation control system and effectively defending these
weaknesses, the network security performance of the automation control system can be improved and the occurrence of security
incidents can be reduced.
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