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Abstract

With the rapid development of Internet technology and the deepening of digital transformation, TDCS and CTC play a crucial role
in railway transportation. However, these systems are also facing increasing cybersecurity threats. Blockchain technology, with
its decentralization, data immutability and transparency, provides a new solution for TDCS/CTC network security protection. As
a phased result of network development, blockchain adopts leading technologies such as consensus mechanism, point-to-point
transmission, distributed data storage and encryption algorithms, which can establish a new network security defense system based on
blockchain and greatly improve the defense performance of network security. This paper aims to explore the construction of TDCS/
CTC network security protection system based on blockchain technology, analyze how blockchain technology enhances the security
of TDCS/CTC system, and propose specific implementation strategies and advantages.
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