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Abstract

In the cross domain scheduling security authentication of large-scale complex heterogeneous industrial control networks, GWN
gateway node access is mainly used to generate scheduling security authentication quality, which is easily affected by the fuzzy effect
of scheduling data access probability, resulting in a high failure rate of authentication scheduling. Therefore, a large-scale complex
heterogeneous industrial control network cross domain scheduling security authentication algorithm is proposed. Preset original
association conditions and calculate authentication similarity, consider the same type of data state to calculate scheduling data
access probability, generate authentication basis functions, determine authentication protocol processing parameters, and generate
heterogeneous industrial control network cross domain scheduling authentication contracts; Sensitive protection is implemented, and
a cross domain scheduling security authentication model is constructed by combining authentication contracts to obtain authentication
sets and authentication trust relationships. The direct trust degree and inter domain entity trust degree are calculated and mapped
for judgment. Fuzzy technology is used to normalize and adjust the trust degree, completing cross domain scheduling security
authentication for complex heterogeneous industrial control networks. The experimental results show that the proposed algorithm
has a consistently low scheduling failure rate for different malicious node ratios after application, with no abrupt scheduling events
occurring and possessing authentication integration integrity.

Keywords
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