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Abstract

In the abnormal detection of working condition networks, based on the principle of information shortest path, the labels generated
after the input of abnormal flow nodes lack complete node information, resulting in deviation in the calculation of abnormal scores,
significant fluctuations in Acc values, and reduced detection accuracy. Therefore, a method for detecting abnormal traffic in working
condition networks based on the fusion of information flow and state flow was designed. Based on the principles of information flow
random propagation and shortest path propagation, establish an abnormal condition detection network that integrates information flow
and state flow, and obtain the average probability of nodes traversing the detection network. Define the attribute set of the abnormal
working condition detection network, and under the condition of information flow and state flow fusion, perform neighbor weighting
on the attribute set to assign network abnormal detection labels. Based on the information status of upstream traffic, downstream
traffic, data packets, etc., calculate the abnormal score of the abnormal traffic detection label in the working condition network, in
order to achieve accurate detection of abnormal traffic in the working condition network. The final detection results showed that when
the number of iterations reached 60, the Acc values of DoS Golden Eye, FTP Datator, DDoS and other datasets tended to stabilize,
and the Acc value was greater than 90%. The accuracy of abnormal traffic detection was high, which played an important role in
improving network security.
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