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Abstract

With the exponential growth of the number of Internet of Things devices, the traditional centralized botnet detection methods pose
severe challenges in bandwidth consumption, single point of failure and data privacy protection. This paper systematically analyzes
the innovative application of blockchain technology in botnet detection and protection, builds the decentralized C & C channel
detection model through smart contract, designs distributed collaborative detection with digital signature and Byzantine fault-tolerant
algorithm, and uses the lightweight blockchain architecture to optimize the storage and computing overhead in the Internet of Things
environment. Blockchain technology can effectively solve the trust problem of detection nodes, ensure the integrity and privacy, and
its tamper-proof features provide reliable support for attack traceability.
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