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Abstract

Key is the cornerstone of information system security, key management risk identification and avoidance is the focus of information
system development, use, evaluation. This paper systematically analyzes the security risk control points of information system key
management from the aspects of cryptographic algorithm compliance, key management standardization and security protection
effectiveness. The typical problems in the whole life cycle of the key, such as lack of randomness, lack of transmission security,
insecure storage, non-compliant use, incomplete update and destruction, are deeply discussed. In order to solve these problems, an
improvement strategy is proposed to meet the requirements of security assessment for commercial cryptography applications.
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