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Cryword field named entity recognition technology based
on data enhancement and low rank fine-tuning
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Abstract

With the growth of password security requirements, the named entity identification (Named Entity Recognition, NER) in the field of
network security has been widely concerned, among which the identification of password entity has become a key difficulty. Due to
the expertise and physical complexity of cryptographic data, the recognition ability of existing NER methods is limited. In addition,
the scarcity of annotated data in cryptographic field makes it difficult to train NER models. To address these problems, a CRYPT-
DALOoRA is proposed. First, the initial dataset is built with business data as data sources, and the data augmentation method is used to
construct the NER data set based on thinking chain prompt fine-tuning. Secondly, based on the thinking chain method, NER prompt
word templates are designed for business entities, cryptographic entities and nested cryptographic entities respectively, which fine-
tune the large model by combining the low rank adaptation fine-tuning method based on weight decomposition and differential
learning rate. Finally, experiments were performed on the constructed cryptodomain NER dataset. This method achieved 76.87% F1-
score, a 10.96 percentage points improvement compared to BERT-BiLSTM-CRF.
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