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Abstract

The large-scale deployment of smart grids and the deep integration of the energy Internet have put forward higher requirements for
the secure data reporting of massive terminal devices. This paper aims at the pain points such as complex key management and high
computational overhead of traditional Public Key Infrastructure (PKI) in resource-constrained scenarios such as smart meters and
sensors, and proposes a data security reporting scheme based on the SM9 identifier cryptography algorithm. By using the unique

device identification (such as the IMEI code) as the public key, combined with the lightweight SM9-Light algorithm and hybrid
encryption technology, “certificateless” identity authentication and end-to-end data protection are achieved.
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