EERZEETRMRE-£06% - F05H - 2025 £ 05 A DOT: https://doi.org/10.12349/iser.v6i5.5688

Strategy of communication protocol in collaborative operation
of fire fighting robot

Wai Zheng
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Abstract

This paper focuses on communication protocol technology in collaborative operations of firefighting robots. It outlines the
characteristics and limitations of wired and wireless communication protocols, analyzes the challenges they face in terms of real-time
performance, interference resistance, and security. A cooperative strategy based on a hybrid communication architecture is proposed,
covering hierarchical communication protocol design, dynamic routing optimization algorithms, and communication protocol security
design, to enhance the collaborative efficiency and communication reliability of firefighting robots.At the same time, performance
testing and optimization are carried out in combination with practical application scenarios to verify the feasibility and effectiveness
of this strategy. In the future, further exploration will be conducted on the deep integration with technologies such as the Internet of
Things and edge computing, and the communication system of fire-fighting robots will be continuously improved to provide solid
technical support for the intelligent development of fire rescue.

Keywords
communication protocol; fire fighting robot; cooperative operation

1815 1 TE T B AL as A 1 B 4 L Y SR it

KT
BYIMIERHRAE BN, E - T AR &1 518000
W OE

AXREHGABARRAF L P B HEA, MEA RS RZB BT ERRBR, ST EEZR®, RFHRE, £
Aoy @ @GR AR, R TRAEBAERM AR R, B2 BB F &R BT R AR I A
it, ARIHGIBEAWRF AL BT, RN, &6 %RERADFHRATRAEMN XS KA, BBz Kb TTRE
Rk, BHEFR—FREEHHERN, BB ABRRGRERE, FEZENGNEABERE, AHTRETRILAE
PR THA Z

KR - BEMY; HBASEA; HEEL

155

BURISBHRAE T, EBHLER A TD R Rk |
(B A R 24 O, B M ML 2E A SR R A
W, HMEA R R, (BEA B
SR IR FIABR, S ST RERSE, HiT
PSS EOR TR, AR E R ROE T, X
o e 0 B BEL RS 28 A D R R k4, A mTREE I
RAB AR SERBE N E G, UL, A SHRB(E A .
AL RV R AL 3B 5 R AL R . 2R SO ST B Pk
Ko, $EIHDASES, DB RGBS,

[EEBN] &5 (1986-) , 5, PEBREFMLPA, M
. MSHEHBEHR.

78

2 BE I AR B9 A
WETBCEEPILES Ah TR RO, ITEEEE
k. RSN, "] AELS5 AR 74
WA, CAN EERIMSGTRF L&, fiTisg, Hh%kE
e, PRMEZE, RETRIEE; Ethernet/IP WM 5,
RTHgs N SfetET OGBS, st . B2 i Tit.
TGP, Wi-Firmsieg. Eial, SPTihes. Sk
1552, ZigBee TUFE(R. HAMGR, (HArsEil. PR,
4G/5G wroiE . MDA, FITSCRsER, HhiEs. 5
SRS, AT SIS
3 BEMINEEPISEANEEL P HEIER
Phix
3.1 LTk R
TEIERLes ARV R, e R R R SS
. LRSERINOESR, MBEMRALERK. KK



FEENES5TEMR -$£06%5 - F 054 - 2025 £ 05 A

B4, Wl NERETRN AR E . IREIREEL)
SINREAR, HIRILE R TR 5RNS, At RIgmp s % |
PRI FEE St . SR 100 =270, Hl
ax N REdREAG Ja i e R kA b, hinTeik
HUREZ IR A (1 kA el B A A PR LA PRI, iR A
R ER FEES KM, WA BEINEEFEME NER %
BUR . Wi-Fi PMXE ETPREAR AT 208 20 ZFMITIE R,
(BAEKRIAHWIRIA, SR LTINS, E5EBE%
AETHEINE, (LR ATRER 100 228, EEFE4, FEgTlr.
4G P IOREDPRAER B LE 50 - 100 28>, JEApEHEITE T3
SENEHIN RS, EREPEMNERET, S38ukES
SRR, RS IEY, SERIEREEHEESE
A RGN, WGRIRAA ™, RAFIZOE L RER:
SR
3.2 FTF Ik

TEVEBHLE ABRITEL R E Fek dd s B, stk
S AGRREBI TR, KR SR I, &8
CEMRHRERN S TR, SMSHEERIATRES ., R
BEZTIAE. Wi-Fi G55 ERERER™E, 4R
TR EEIR K ROE S ULRE 500mg/m3 [}, 2.4GHz FE(SS

D2, HEEIEERE PSRRI ZigBee PR
DAREDRE . FEFRE R IR, (EAES Ry (A siegge
i) 55, H24GHz BRI AR, 555 10em &
WG, EmREAaE TR, BB ENEIRESEN
T EENCHRIREREE 4 - 6 5. L5N, SENER
TIOUAE A T, (EBERREMREEE 15 - 20dB, HE4E(5
STEkVEE. THPIS SRR T =S, SR
BeE S, MR 300%, 2MTHRan, \@iE A
AIEEEAE 50%, BRI RIS S
3.3 ZE ki

TEHPILE N AR R R T, BRI 2B
RARITRIRRIDE IR . Hlas A& kI =45 1aIE |
SR ANRELL, LI ROKRISEHURIE B, P ES R
BN e, (HIABEDX LRt . 240
PDISRIA N HIBHS (e, BB E T EE P = .
Wl &E EHTHRERIR TR, fEERINELRER PO T Kzt
BRI OEdE, EREMCKIGIE 24, FSHlas AR
FLKIR . REENRRR, SERIRIEB KR [,
DS IR Z A S NIENUE], A ABh R . 78
ZigBee B, Wi-Fi HZLW 75, Yo nl O Repk &M
BUFRHETT A, 18 ARP R0 . DNS B3R5 FRENITES RS,
ks RIS R SRR A K", SRR
N RE IR SR HERIRE ] RE o %5 e BaRA
ZRIA, esekdERgs . BE, (RHTERLES A BE
L TR et

4 BT RGBS REEHhE RS
41 S REBEHOETT
4.1.1 Bedm B

TEEBHLES AT AR, BENZIBSIRIT ZigBee T
WESEIR S . IRDDEER 1%, HTIET 2.4GHz &
RO IZRUREL, SZFF 100 KRNI 2T S EdEG R, BdE
HRFAETE 250kbps, FISERMEIBINE IR | [EISYAAFRE
FRIEZE, IR T CSMA-CA MZs i L1 5 128 7
AES %5, fERBEKIZEFRBHINE T (nE B ST .
R A ) 95% DL R SR I, ARAREE S5
DT SSRGS H B AR SZRFLES ASIEINA /B H 4w
BN, 1EFC KRR AU OIRT MRS, FREd 2R ROIRE S
ML RRCE , JeHE TR A ZRBA N (% I
AR SRR Y. iR gk 1 R,

&1 BAE &

FE BEE (F7T) TR
TS5 4 F (e
miTsk 2 PIFRIA
TR AL 2 FiENAE N ID
ElbrHbik 2 BAALE A 1D
iR 1 BlE B
HiETE 0-255 PR AHTEIE
CRC 2 (EE R

4.1.2 M2 Z X

TEIEBEN LA AP RIVE R A, W48 BB IRIE Wi-Fi
6 ISR IR S . =i e (0 O 2R B T 45, HE{E IEEE
802.11ax ¥r: ke, T 1ET 5GHz #iEE, FHitKU¥E 3 % vl ik
1.2Gbps. %W OFDMA ‘5 DL/UL MU-MIMO #7 AR5E
BRI R, nRE IS E RS = 4IRSk
HEAE, ) 1024-QAM SIS BSS Coloring &
LIRS R, TEE FR B REEREE N TIRERIE 90% LA
bR AR, HSTE WPAS IR RRE, ATARE
B fErR R A SEUREDTE, RS RS s 524

MR ETK
PhiigAansk 2 pror.
= 2 MR g
T £ (7)) R
il S 8 e
sk 4 PIMSXARIR
T TP Motk 4 KA Las A\ TP Hihk
FIbR 1P Hotk 4 A LR A TP Mok
o ImEsy 2 g
BlER 2 FEF B
BET B 0-65535 EE RS EIREEUE
CRC #25 4 (EIZEL

79



FEENES5TEMR - $£06%5 - F 051 - 2025 £ 05 A

4.2 B Ex

TEHBALE A RE g e, SRS U
TRIRE IR NS FESFR T SE ok, Hiz
OTE T RIS AT AR b H & b R E R R s 1. 25T
AODV X HIBE ER (LACHLA], i1 E AR Hello EADZS
HEPABETI AR, UL ATRE IR IE . (E51840%
HARR, BB HhiER (RREQ) WLz EHE, Bl iEE
AR NER A R Z ( RREP ), F5] A ETX( Expected
Transmission Count ) $ER& I ETEAEL:, LA FEEME,
RN EIEREL, M S SR v H S IMER
MEER . Blan, FF KRS IR A SRS T 55 S T
I, ETX EErT st B sErs s N T8, ARk
Y & %, HatREdE &5 R I A% T 50ms. # ifg
F:T Q-Learning U Fi (LA WS ) Bid 52 4 Eh /R m] ok g 5
R, BEEERAIAGRIRG (mesET . 55RE
RSSI, Flszhetmbbfd]) S5ahtE (CF—Bk 7Sk fF ) , ik
BIEAER | AR, GRS S REL. FLESA
RS ST Q %, ILRARIRE - SRR R
Bl RN 55 ST -85dBm s RlRRERILT
20% I, EAIFEIRIZT AR Q B E, 5l FHdEmRA =]
FAVERS R, RIS T, % B B4 AODV PN AT
RSP ERAER 32%, RPN ER 25%,
HAE T EEhds . s TR k305
4.3 BIEMNEEMEEIT

TEVEBENLE AYHEIE L R E L et , £
FEin= . BIES RN = G — R A A,
Al AR K IS E AR A NG, BRI E
] AES - 256 mZin@bnidk, IHESTRS . K= 4
BARGRURE B mElin II% . %481 Diffie - Hellman
BN E AR, Ples NgRPA S1atE T OB ETl,
IOT B ERIEhZE 25 A (ECDH) fEdE 4 EEthmti=s
£, WS SHA - 3R R AR 256 rasid=e], A&

80

A RIS BURAESS FEIIAAE . Aol KIS SR Bty
HH# AES - 256 #5295 10055 4F [N, RASHD FH
K, K& A 335, SBIFEETHLE A, L%
TR SRR L, BRI ENX. Y BHAEER
FEPKI (R A, HRUE CA HUFANLES ANaiA: X.509v3 £0FAIE
oo BANERA TLS 1.3 Y, BT B HIE P HIIE
Bk, HELTE AR (HSM) 1E6EFASH, 51k 35w
B E R, ST IR, AL R A B B D # ik
99.99%, HIEPBEHART 72 /N BRI R, (B AEREERE.
NERMEFE T AT ST SR T AR RS, B
120 4E¥6F5R, SRR, LEERERE, I
2210 MARERERT, BHag T SRS, 0.3 A
AIRBIHREWT T, SREHERS H SRR, HX
PSR, EIRRRIET 0.1% B52E 98% HIBGIN

Gl
5 45i%

THEBELAE AR R Pl (E M R E R B, HE
PSSR L BTz e s TalsE 2Pk, =
FIZ9th RRLRE . A SCERH I TR A (S 2 V[ TR,
By BEBEDIGETH IR A MR e G, shES
B BIE AR E Je k7B Eiesfae, sttt
BT A — AR R . XSRS A AR THEMLES
NIDEEAL A IB(E nT 5 . SR Ze et AyEsRdaE T
TEIRAL T R SERHOR SR, A0k, HEERARAREIARE, 8
TR B E N, DN EE LA M kI, t—
HRTHENLZS NI RIVESRBE ST, AP N R AU =2
EREERIEM,

Sk
[1] SKIEZE FTSIEBR S S 508 (S MU 7:]. B et

FAR 5 R FH,2008,(03):103-104.

[2] e I TR T T E S Las AT 9T [D] 28 Tl

KE£,2022.



