EERZEETRMRE-£06% - F05H) - 2025 £ 05 A DOT: https://doi.org/10.12349/iser.v6i5.5699

A Real-Time Processing Method of Cybersecurity Log Data
Based on EFK Architecture
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Abstract

Facing the real-time processing demands of massive cybersecurity logs in the era of Internet of Everything, the traditional ELK
(Elasticsearch, Logstash, and Kibana) architecture has issues such as high resource occupancy of the Logstash component and limited
data processing throughput. Thus, it is hard to meet the requirements of low-latency and high-concurrency log analysis. This paper
proposes an EFK architecture (Elasticsearch, Flink, Kafka and Kibana) based on Flink streaming computation, which reconstructs
the log processing pipeline and optimizes system scalability to achieve efficient collection, real-time analysis, and accurate threat
detection for cybersecurity logs. Experimental results show that the proposed solution exhibits significant advantages over the
traditional ELK architecture in simulated high-concurrency scenarios with tens of millions of logs per second.
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