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Abstract

Driven by the rapid development of the information age, China has also entered the era of big data. The development speed of the
Internet of Things, industrial Internet and other technologies has been significantly enhanced. At the same time, the application of
big data technology in people’s production and life has become increasingly widespread and in-depth, which has also given rise
to big data information processing tools such as Hadoop, Hive, Spark and flink. As well as the circulation of data elements and
the application of data through large model training, the application value of data information has been enhanced. The geometric
explosive growth of data information has brought about more serious data security problems, and phenomena such as data theft and
misappropriation have become increasingly common. Therefore, in the context of the big data era, while emphasizing the exploration
of data potential, it is also necessary to continuously enhance data security awareness, adopt effective network security strategies to
strengthen data security governance, safeguard people’s privacy security and prevent the leakage of enterprise business information,
and improve the level of data security governance and network security in the big data era. Based on this, the article provides a
relevant overview of big data, analyzes the common network security problems in data security governance in the era of big data, and
then effectively discusses the relevant response strategies for reference.
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