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Abstract

The widespread application of digital and intelligent technologies in nuclear power plants has increased the reliance on network
systems for production control, safety monitoring, and operational management. This paper addresses the cybersecurity issues in
nuclear power plants by systematically analyzing risk factors, including external network attacks, internal personnel operations,
equipment system vulnerabilities, supply chain risks, and natural disasters. It then establishes risk assessment goals and principles,
constructing a comprehensive process that includes asset identification, threat identification, vulnerability identification, risk analysis
and assessment, and response monitoring. Furthermore, it proposes cybersecurity defense strategies from three perspectives: technical
defense, management defense, and physical environment security.
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