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Abstract

With the rapid development of the Internet, IPv4 address resources are gradually being depleted, and IPv6, as the next-generation
Internet protocol, is increasingly being widely used. The [Pv4/IPv6 dual-stack network environment has become an important form
during the network transition period. This paper first analyzes the current status of cloud application system network security in [Pv4
network environments, using data from authoritative institutions and companies to illustrate the challenges faced. It then explores
the cutting-edge technologies related to network security in [IPv4/IPv6 dual-stack network environments for cloud application
systems, including the dual-stack support capabilities of cloud platforms such as Azure and Google Cloud. Finally, by combining
the production scenarios of petroleum enterprises, the practical application of dual-stack network security technology is studied, and
targeted solutions are proposed to enhance the security and reliability of the production networks of petroleum enterprises.

Keywords
IPv4/IPv6; Cloud Application System; Network Security; Dual Stack Network

pY == _— —— | S ==
IPv4/IPv6 M EZIME TEN A REMNELEFT AR
RED R D EE
JIIRESE TRREBR A B IRES AT, HHE - BRPE 7822 710018
=
M A LB 6 Heik K&, IPvAMLIE R BRHTAED, IPVOAEA T — R ZBEM WBGRHTHE) 2 B R . IPvA/IPvO AR M 24 R BT A%,
ALWMELTERNRGEENES, AL EAIW TIPVARAIE T = 8 A R4 MEZAIK, @i BRI F 5] 69
BERTT BT @GR, #45, it TIPVA/IPVOSAR M A IRIE T = B A A M A K0T S H K, a3 Azure,
Google Cloud¥ = F 5 ¥R A I FR N, BB, 26 6hb LA FYF, FIRTREMEELE RO EREA, B T4
ST R T 5, AT B Ak A W A S A e T SE

eS|

IPV4/IPv6; = A %, ME%4; WAL

13|= R TR 224 BT, 2025 4, el 7%.
W6 BRI A G TR, 2R RS %ﬁﬁﬁ%fgﬁgﬁﬁﬁk%fﬁwa<N%¢%A
SRR, AT, pve ot T v SRR LAER) , 22025 G, 7

KPR BRI IPve BOR | =il #hE. R AR

B

HZ TR A F 2948 4 R BOIE. 1Pve 1E N — RE BRI
P, DIEE KRR 2 (RN ) 2 e e B e 2 A

J7o AE IPVA/IPVE SHRIAEEMG T, 2= RGN 4 24
THIRE ST HIPREAE . ASCRER AR OB NI T =
R RGN 2R, HEE S Al A= T8
Rz AT

2 Pv4 MRIMETZNHREMELZEIR
Fe[E S E A IPve RIS AIN F, DLHESD B BRI

[fEEBMT] KEF (1978-) , B, PEHRTEA, M
T, sRIREh, MBERZENR.

AR, S E S SR SR 7 BRI ik,
Al SRR S A I EEHR A, (s BEA
7 BT, AR TPv6 18 I 4% SLatiA e A 1 ) g F
BT IPv6 FoR &I R = Wah & 5E SR E = IVAIRS (R
A, HERPEER, w%. RIENEEMIRSEA, DIEE
TR e N A S E SR R I F TR R K, M
ifi& R IPv4 E IPve+ M4 SAE 1
2.1 |Pv4 it & TR S 5

IPv4 % FH 32 (irbhEZS(A], (N BEFRGLLY 43 (24 Hidk
B & B BRI A& O BRVEVE R, TPva il B35 e k) O
T MRIEEBCRIE2: (Internet Society ) R, 4Bk

61



FEENES5TEMR -$06%5 - F07H# - 2025 £07 A

IPv4 HOhE 3 FE E R TR AN, HihE AT E S s b A a5 A Y
EHUHE R (NAT) £R, B NAT F—CIRE LR T
HOHEA R (IR, (EA R T 2ea bk, (anBamm T B2em
[T == ) e e  OpEc -
2.2 ML EE

IPv4 45 THIGE 2 P22 e, GIFE 1P HA0R . st
JE44fR %5 ( DDoS ) BriFlim 3555 . ¥ Cyscale IR,
IPv4 HOHE () A LB BN T 45 B RS, /D A3t
IP HoHF B AR AT DB, 38 w] DL i 4/ N B T R
N
23 =AML EHEIE

ZHRSS R (CSP) i 2 Fh5 SNHEsE IPv4 45 1Y
e, B, AWS BB NAT [0 2 37 55 NAT64 #1 DNS64
FAR, DISCHLIPv6 F1 IPv4 Z[HIHiB(S . SAif0, XL
FHBS I TR 2E 4 Ini, F B A SRR AL R
2.4 H BRI & &

BE SR O E 2k BB, iR B A g,
IPv4 25 Y RBRE A B . TPva HIHEEIR A TR, (XAEHR
P2 43 (ZAHBHE, HEDLRS 2 M R A S T oK o
AN, BAEZe et vl R MO s i RS
BFIERE . MBS 20 Pl e, (ATReRE . B0,
TkEsMEE, SN Ofaett, S a2 TH
SRR R, TPv4 4 07 58 il b BRI 1 2 e
AT IS AR KR R I FE R (R IR, DUSEsh iR

WIRIRFEE D

3 IPv4/IPv6 Wik MEIME T =M A RS M 4%
REAEFAR
3.1 IPv6 FEM 28R A AL &
301 3k Z R E K5 TR

IPv6 7 128 (i fihtZs ), i L] DR H L
FREGHEER R X P AmA Rl n] LA B 2 — 1
IPv6 Hitk, TCTE% IPv4 ARFEARHS NAT ( &5k i640 ) %
%o Ak, IPve HhEPTDIERES AP S04E0e, F Tk,
IPv6 Hitik 2> 64 (LAY BIZEAN 64 (GrAORE L. X Fh
CEREASHONE BB R, (TR .
3.1.2 WG 38 5% A R AL

IPv6 BGH T IPv4 Hf ARP (HBHERENTHINY) |, BONfE
FASBIEA NG (NDP) |, B T HIHERTIOZ2 4. NDP
W T AN E AR AR A EL (NUD ) ZhRg, db—20e TN
SRR . IPve RO H B BRI IR S H A E .
TR H AN BB BUL-64 8326 MAC Hohb#6# 53 0
FRIRFF, &SRS AR e DRk, XFEEE TS
A A BRI BC EImBRE, (F Tl
3.1.3 HAMIEIR, T IR

IPv6 B 1% = BR A B B T IPSec (Internet Protocol
Security ) M. IPSec Bt RIMEH L (AH) FEf
Btk (ESP) SCBIBHEINEAIIGIED RE. X
62

Fmr eI SEIR G d R h s, R
FAER 22 4 B TR, 1Pv6 (O3 TR KB m] DL
NGRS . MRS SE R, TR R
XEUThRERT LS IE IS 18 RE , WEEHER S, MifiHE)
P AR
3.1.4 P 2k 324 X & 38 Ao

IPv6 FIRHBIEZSRIE K, B eI — 4 IPve B
NETA RTRER EAL. (RIATH & LRI, 100 75 EHLHY
HEEFARE, KEYTREL 50 A eI —1 64 MIRTZENATE
RN HNE . X AKHEDN T BEh OXERERNRYY, R
R NS .
3.2 1Pv6 MZ&HIRERI K ER A
3.2.1 Hunk A R

T T IPve HBHERO D BOIC T . B8 1 BRI FIB I
RIIAIE . 1Pv6e HOhE i L BE RN S Bl s & s s
7, EEOARR I RS AT A B R I A B B L. i
X E(E E, FTLOEIE] 1P Hk 69 U AnSehr s i
THHIENIE . HuhbgmaS R R TR IP Hibk 2R, 3
— B R
322 BESMHER

HES TN RN EEFE > —, BRI
P HEER, IDGRBBE A IR AR
(B8 TE1Pv6 4t , i it 2siak, HEIDFE A,
A By THE SR R
323 BRI HHTHAR

BT W4 BRSO T 5 i O MR R AT DL 12
B4 HT TCP FLoceH(JE ML . B A9RBHE  J5m I . H A9
MR ) (5 EORBERBGTTR. 1F IPve M4, FidEi
SRS URINA SIS, AR EROE TEZE R,
3.2.4 RAAR I AR

iFIT( BEFARI ) E AR IPv6 47 R S R ettt
B DLSEIHEIHE S R R F SRR (2 X R AR TR
SHBSER, e SRE ERFISE S FREEE,
EATHBEAIE , MBI A RS R o
3.2.5 ®AAREZ I (SEND) # K

SEND P} 1% 18 T ¥t 37 F IPSec i 55 — 1 jin 25 5 =X
( Cryptographically Generated Address ) {#1IF T (&% i) 25 4
P XPEARRTAS kB & Do kbhE, MifidemiEr =]
E
3.2.6 X E filk A AL

TE—20 IPv6 A S iR 75 2rh, SRS E i AL
ISR SR B A ARG . IXPHLEIRENS B2 8 DI B
RS AR TS R S BB AR MR, M=
TS AN A
33 T AL IF

IPv4/IPv6 AU AR B TE Al — & & sl 45 1755
[ 25 IPv4 AT IPv6 PINUER, o4& I Zh B 1Pv4 A
IPv6 HIEE. EFEarh, MBS EEIE . W



FEENES5TEMR -$£06%5 - F07H# - 2025 £ 07 A

BB AN AR Hh (RIS TPv4 AT IPV6 PRSCREEE. =
SEERIREIIAL . 2545 D #8 R ABLE A SCHR A
£, MIfsEElTCAE R AR RIS o

=P BN R (ARSI 2% ) Rz
SCRPRU, RERS IERAEE A 1Pv4 AT IPV6 BRG0P E g
Hridisaiy, DNS JRSS e tRE2 Fom SR i P IGR [R1AH R
() 1Pv4 57 1Pv6 itk 7P & B 013 s 75 2 508y 1Pv4
AUIPvE WL, REWS R EF A F] 1Pv4 B IPV6 JEmR 55

P Y IPvA/IPV6 DU 37 e W4 e k) B EEROR T+
Bro =G RILASCIL IPv4 T IPv6 HITCAE EHRE, Hifrll 55
AT AT M . DURBARAERT T W R AT 24
e, R ARKMES 42T 1Pv6 (LELTE T A4t
3.4 1Pv6 [ 4% % & FE T AL I

5 TPv6 PIZEERGEH, By i W R AT A T
R e L 4 SRR AV EEE . D0 T RO XA ESL, ATl
T MAC Hirhsliis LA BRI HISRAS R HFREIRT R 2%
Uiio MEMIMEARTRERVIZS T, XRHERN 5 eSSt
R R, R RSN E R S5 HETT (1],

it Bk Z A EEWALE A S A, AT LA
ZRE, DRI B LG AN R It . IXAEARAAREE Bk
7 1Pv6 HIhE REATUME A SRR A 4 4 BRI SR R

4 |Pv4/IPv6 Wk M &IME T =N AR5 2%&
ZEFARER BN E RN H
4.1 il P 48 B A 2R B

Al =SB R AR W ER SRS
RAEDEFAEERI BIR, B SRR R, B 5
1Pv6 HUMEEBERIR F, MBI 2RSS F 1Pv4-1Pv6 BT
o, wIE BOE. LRE. AR RAEARR
IPv6 224 A, WHEA 7P A B & AT B BaIE R 7]
s, B RE SRS R RN 224 (2]
4.2 ¥l IPve+ = AR S EHE L

B EE 1Pve ( EEEMIINEE 6 i) , Hai— 1l
IPve+ = i IR S RO (ISR 5. PC 5iH . Bl
A= MIVATE) |, Al RS R AL TSR
ZINVAIBSIRZ, T TINAKIRA & RIEGE, 155 T
HEARTOEERIR, (R SRS A
TR R

ZEAEIRSS R A, bR B R b
(VM) . BN R — DB 2 1Pv6 Hitlh, @t
AN SR R R ERoR, RIER
PSR 2 55, R SRS RS e aT il
M IPve fiE TR (TE) BR, Mtz SmiR S g
B, W DIERAE LR, 12T PR ARS8 [3].
4.3 IPv6 EEEEN

IPv6 TR ALES THT SDP (ARfFE LR )
DR EINLE], H2 T B SRR L AR RAY FR HhE T

ABo TEXMHBLEIT, M AESIADIRME TR 281, BT
Seild SN, R, SSblL T DisE e 4 — D ahs e
MAC M FRE R AR 6. 12RO T S & im
AU A Y MAC Hitht . MHTA &SRB NS, St
58 H MAC Hihlb 2 B EFE TR RFEE I MAC
Mo AR, ZHAL AT DURE TS RC B A SRS SR B R
HOBEIT T8 e, 140 < P Bl AR s B (5 B MAC HidE
FATLLEN FRIRCE AR, Al DiE e WAL (N
SNMP ) EEIEHr. XMHLEIA R T 1Pve ol imZ s
ESEGEET 1P MR U RIS O Hohk a2 AR A
TR E R R

5 Bz

15y =A

5.1 IPv6 BPEX DT

IPv6 HIHEE FRBEAS A LB AR S AR
BEE T E BRIt S R E P B R RE R
Writeidt, E-IRSES . EAESRDIARERSS . EF- S H %
FEEOVERERIL T BB RS, E RS HTTEI T B3
G, i FEFE B, AT A DU B
RMGRE AR AR, IPv6 (T2 i AT DL 2 H i N 45 1 27
SR, AT R Re 4 PR AR R IR S
EE IR,
52 IBAEFEIEMEE, AR FAIERN

IPv6 L E IIRERS A 205 /2 BISC HuLER S A i
FEARIEERIN SR S TSP TR . 58, fEMSSmEAn
RATTTH, SESEEAMBRAAR, T sTiA: =% W)
LA L i AR S T 30%, (EHRIITALIR /D T 20%. RXE
BRI T INESERE, IS KIERRAR T A =m R, e TH
J2 R TAER R ISAN LA R I 2R e TRk . Hak, 7
AP EEAIEER 5T, B TALORE R, TEELAR
SN HUEREAS YO EZE EISC FR0s, SCOURRR S i «
SRR A, Bl S MAE S 206 A R AR T R BRI
KR ALY

6 415

IR E IS TR ALE IPVvA/IPVE BRI 4RI E T,
THRMEEZZ ORI, Wl RN 4 2 AR 5 = 2R
e, PR TR TR 2R R R AR
RITE, NEIFACLRTIE DE . IPve B IS B
PE— 2P HERIER I A . Al KA A A gl A= =
STUSR AR o
S 3k
[11 BRIGEZR AN E S T IPve i Sl A== W I E 3= AT

Bl RGN I AR F.2025,04(04):252-256
[2] SRIEF] Dz A S A e R IPve SIPva R H A7 4y

B[N E A TR T,2012, 06(06):46-47
[3] EERE HE WS AT 1AL N AR E TSI

AT [I] BRI 5HK.2025, 05(05):70-73

63



