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Discussion on satellite Internet transmission path attack
and defense mechanism
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Abstract

With the accelerated global deployment of satellite internet, securing transmission paths has become a critical component of system
security. Given the characteristics of massive constellation scales, frequent topology changes, and open links in satellite networks,
various threats such as signal interference, man-in-the-middle attacks, node denial-of-service (DoS) attacks, and routing spoofing
frequently occur during data transmission. To address these challenges, this paper proposes a multi-layered defense strategy from four
perspectives: physical layer, link layer, network layer, and cross-layer collaboration. The approach integrates signal anti-interference
and spectrum scheduling, blockchain-based distributed verification, advanced self-healing mechanisms, quantum communication
protection, layered link encryption, and dynamic key management. Only through simultaneous implementation of these technologies
across multiple layers can we ensure stable and secure satellite internet transmission in complex constellation operation environments.
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