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Abstract

This paper focuses on software supply chain security governance, analyzing regulatory developments in Europe and the United
States. Key references include U.S. executive orders, NIST documents, the Software Bill of Materials (SBOM) initiative, the Open
Source Software Act, and multiple EU legislative directives. The study explores how Western practices can inform China’s approach,
including establishing regulatory bodies, promoting SBOM adoption, and enhancing open-source vetting mechanisms. It outlines
China’s current applications and future strategic roadmap for critical technologies, encompassing strengthening strategic positioning,
improving legal frameworks, advancing standardization, and leveraging emerging technologies to build monitoring systems. These
insights aim to provide comprehensive guidance for elevating China’s capabilities in software supply chain security governance.
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