FEERFEETIEME - 5065 - F 1081 - 2025 £ 10 A DOT: https://doi.org/10.12349/iser.v6i10.7913

Research on Automated Detection Technology of Computer
Network Security Vulnerabilities Empowered by Artificial
Intelligence

Yuyang Xu
Northwest Normal University, Lanzhou, Gansu, 730000, China

Abstract

Network security vulnerabilities, as important entry points for cyber attacks, pose serious security threats and economic losses to
individuals, enterprises, and even countries. Traditional vulnerability detection methods have gradually exposed problems such as
low efficiency, low accuracy, and insufficient detection capabilities for new types of vulnerabilities when facing increasingly complex
and massive network data. The rise of artificial intelligence technology provides a new solution for the automated detection of
computer network security vulnerabilities. This paper deeply studies the automated vulnerability detection technology empowered
by artificial intelligence, elaborates on the relevant technical principles, methods, and advantages in detail, and looks forward to the
future development trends, aiming to provide strong support for improving the level of computer network security protection.
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