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Application and Innovation of Cloud Security Based on
SaaS Model in Small and Medium-sized Enterprises

Yajun Zhu
Zhenjiang Branch of China Mobile Communications Group Jiangsu Co., Ltd., Danyang, Jiangsu, 212300, China

Abstract

This study utilizes China Mobile Cloud’s cloud security technology and the practical cybersecurity incident response experience of
Danyang Municipal Cyberspace Administration to explore the application of cloud security SaaS services in various scenarios for
small and medium-sized enterprises (SMEs). Characterized by lightweight, high efficiency, and cost-effectiveness, these services are
particularly suitable for typical digital economy scenarios such as ransomware protection, data security, and endpoint defense for
SME:s. Effectiveness evaluations demonstrate that this model significantly reduces malware infection rates, decreases the likelihood
of data breaches and ransomware attacks, while substantially shortening security incident response times. Through the integration
of theoretical analysis and practical implementation, we have developed this methodology, providing SMEs with effective technical
references and actionable solutions for digital economy security.
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