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Abstract

With the advancement of industrial intelligence, industrial control networks are breaking away from the closed structure through
public networks such as the Internet and 5G, enabling efficient applications such as remote operation and data sharing. However,
the fundamental differences in architecture and transmission characteristics between the two have given rise to four major security
risks: boundary penetration, protocol flaws, equipment operation and data leakage, which seriously threaten production stability and
the security of national critical infrastructure. Therefore, this paper builds a “five-in-one” security interconnection mechanism of
“boundary isolation + identity authentication + protocol protection + data encryption + behavior auditing”, constructing a full-chain
protection system from five core dimensions. At the same time, it designs a three-layer implementation scheme of “edge-end-cloud”,
through boundary protection deployment, equipment protocol modification, security platform establishment and management system
support, to form “technology + management” dual guarantees. Practical applications have shown that this mechanism and scheme are
in line with the requirements of industrial scenarios and can effectively solve the core security problems of interconnection.
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