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Research on Multi-source Threat Intelligence Fusion Based
on Dynamic Credibility and Spatio-temporal Features
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Abstract

To address the challenges of frequent APT attacks and Oday vulnerabilities, as well as the limitations of traditional static rule-based
detection, this paper proposes a dynamic credibility-based multi-source threat intelligence fusion method. First, a unified framework
is established to standardize the parsing of heterogeneous intelligence. Second, an innovative spatiotemporal dynamic evaluation
model is introduced: the temporal dimension utilizes LSTM neural networks to analyze historical performance of intelligence sources
and extract temporal features; the spatial dimension assesses the tactical coverage and logical coherence of attack behaviors based
on the MITRE ATT&CK framework. Finally, by integrating spatiotemporal feature parameters, the method dynamically calculates
real-time credibility weights for each intelligence source to generate a comprehensive threat score. Experiments demonstrate that this
approach effectively adjusts intelligence source weights, significantly reduces false positive and false negative rates, and enhances the
accuracy and reliability of threat response.
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