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Abstract

Electrical secondary relay protection devices serve as critical components for the safe operation of power systems, where their anti-
interference performance directly impacts the accuracy of protection actions and system stability. With the increasing intelligence
of power grids, challenges such as electromagnetic interference, power fluctuations, and communication noise have become more
prominent. Based on analysis of interference sources and transmission mechanisms, this paper proposes a comprehensive protection
system integrating hardware electromagnetic compatibility design, optimized signal isolation and filtering, and collaborative software
fault tolerance with anti-interference algorithms. Simulation and field tests demonstrate that combining shielding and grounding
optimization with digital filtering technology can significantly reduce interference amplitude and enhance system immunity. Adaptive
algorithms and data redundancy mechanisms further improve device robustness. This research provides crucial technical support for
improving the reliability of relay protection devices and ensuring the safe operation of smart grids.
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