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Abstract

Cryptography is the core technology and fundamental support for safeguarding network and information security, as well as the
most effective, reliable, and economical core technical means to maintain network and information security. Therefore, aiming at the
characteristics of scenario applications in cloud environments (abbreviated as: on the cloud), how to correctly and effectively apply
commercial cryptography technology to solve network and information security problems is the key focus of this research. In view of
this, this paper elaborates on the application characteristics and facing problems of commercial cryptography on the cloud, clarifies
the universal needs of commercial cryptography application in on-cloud scenarios, constructs a commercial cryptography application
service support system on the cloud, and demonstrates its exemplary value combined with application practices. The research results
can provide theoretical guidance and practical reference for the systematic promotion of the implementation and application of
commercial cryptography in the railway industry .
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