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Abstract

In view of the technical bottlenecks faced by the current on-board CAN bus, such as supply chain security risks, lack of detection
standards, and lagging tool development, this study innovatively designs a security testing system based on dynamic behavior
baseline by constructing a three-dimensional network security threat model including asset identification, threat classification,

and attack path analysis, and develops a testing tool with automatic traffic generation, real-time event recording, and intelligent
vulnerability analysis.
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