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Abstract

This paper reviews the development status and research background of IoT software, analyzes existing loT software architectures
in terms of their types, characteristics, and limitations, and establishes the core requirements and fundamental principles of system
architecture. Based on hierarchical architecture principles, a comprehensive [oT system architecture is proposed, with detailed
analysis of the primary functions and design concepts of the perception layer, transport layer, platform layer, and application
layer. Key technologies at each layer are discussed in depth. Furthermore, efficient, cost-effective, and high-performance network
topologies for heterogeneous networks are investigated across the perception, transport, and platform layers.
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